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targeted by cyber-attacks. As an essential component of the DNS system, authoritative servers played a key role in
domain name resolution and were therefore subject to frequent attacks. Recently, researchers found that vulnerabili-
ties in DNS recursive resolvers could be exploited to launch distributed denial-of-service (DDoS) attacks based on
NXNSAttack against authoritative servers. Furthermore, a new variant of DDoS attack based on NXNSAttack was
identified in this study. Attackers were found to utilize distributed self-built authoritative DNS servers to launch the
NXNSAttack. This attack leveraged the vulnerability of DNS recursive resolvers lacking correlation analysis for
NS queries, and distributed NXNSAttack attacks (D.NXNSAttack) were conducted through spatial collaboration.
To address these two types of NXNSAttack-based DDoS attacks, a detection method based on the fusion of spatial
and temporal features using deep learning was proposed. The method comprised modules for traffic collection, data
preprocessing, spatial-temporal feature fusion learning, and attack classification. By converting traffic information
into images, the advantages of the spatial learning model ShuffleNet and the temporal learning model Mamba were
utilized to capture differences between normal and attack traffic, enabling the detection of two distinct types of

NXNSAttack attacks. Experimental results based on large volumes of attack traffic from multiple network ranges
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show that the detection accuracy of the proposed method exceeds 98%, and the F'1-score reaches 98.8%.
Keywords: NXNSAttack, DNS, DDoS attack, authoritative DNS
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Figure 3 Three-tier authoritative server architecture
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Table 3 Comparison of experimental results

WARES F1-score RC PR ACC
AKRILTT 98.85% 99.39% 98.36% 98.95%
MobileVIT ~ 97.76%  99.23%  96.46% 98.50%
ConvNeXt  96.80%  96.81%  96.97% 96.81%
NetMamba ~ 98.15%  98.10%  98.19% 98.10%
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Table 2 Ablation experiment results and statistical significance analysis

i 5

il ACC PR RC Fl-score o=, 95% B 15 X[ N 18

A 98.96% +0.01% 98.4%+0.03%  99.4%+0.02% 98.9%+0.01%  — — — —
Mamba+PSFM  96.05% + 0.02% 94.5% +0.03% 97.7% = 0.04%  95.9%+0.02% 2.93% [2.91%, 2.95%] 147.32 <0.001
ShuffleNet+Mamba  95.77% = 0.09% 94.1%+0.17%  97.5% +0.08%  95.5% = 0.12% 3.03% [2.98%, 3.08%] 134.76 <0.001
ShuffleNet+PSFM  95.96% = 0.05% 94.4% +0.08%  97.7% +0.06% 95.7% = 0.06% 3.18% [3.09%, 3.27%] 112.45 <0.001
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